
Checklist for Steps to Building an Effective Crisis Management Plan

A. Conducting a Risk Assessment:

● Identify potential crises: Natural disasters, cybersecurity breaches, supply chain

disruptions, PR crises, etc.

● Assess the likelihood and potential impact of each crisis scenario.

● Consider the vulnerabilities of your business: Weaknesses in infrastructure, key

dependencies, regulatory compliance, etc.

● Gather data and insights from past incidents, industry reports, and expert analysis.

B. Setting Objectives and Goals:

● Define the purpose of your crisis management plan: Protection of employees,

preservation of brand reputation, minimization of financial losses, etc.

● Establish clear objectives and goals that align with your business priorities.

● Ensure objectives are specific, measurable, achievable, relevant, and time-bound

(SMART).

C. Developing a Detailed Plan Outline:

● Create a comprehensive crisis management plan document outlining key components:

● Introduction: Overview of the plan's purpose and scope.

● Crisis Management Team: Identify team members, roles, and responsibilities.

● Communication Protocols: Specify channels, audiences, and procedures for

internal and external communication.

● Response Procedures: Develop step-by-step protocols for different crisis

scenarios, including decision-making processes and escalation procedures.



● Resource Management: Allocate resources (financial, human, technological)

to support crisis response efforts.

● Training and Drills: Schedule regular training sessions and drills to ensure

team readiness and familiarity with the plan.

● Documentation and Reporting: Establish protocols for documenting incidents,

reporting procedures, and post-crisis evaluation.

● Plan Maintenance: Define a schedule for plan review, update, and continuous

improvement.

D. Assigning Roles and Responsibilities:

● Identify key roles within the crisis management team, such as:

● Crisis Manager: Overall coordination and decision-making authority during

crises.

● Communication Coordinator: Responsible for managing communication

channels and messaging.

● Technical Experts: Provide specialized expertise in areas like IT, legal, or

public relations.

● Clearly define responsibilities for each role, including:

● Activation procedures: How and when each role is activated during a crisis.

● Decision-making authority: Levels of authority for making critical decisions.

● Reporting requirements: Communication channels for updating team members

and stakeholders.

E. Identifying Communication Channels:

● Determine primary and secondary communication channels for internal and external

stakeholders.

● Consider a mix of channels, including:

● Email, phone, and text messaging for immediate alerts and updates.

● In-person meetings or video conferencing for crisis briefings.

● Social media platforms for public messaging and community engagement.

● Establish protocols for message approval, dissemination, and monitoring.

● Ensure redundancy and backup systems are in place to address communication

failures.



F. Plan Testing and Evaluation:

● Schedule regular tabletop exercises and simulations to test the effectiveness of

the crisis management plan.

● Evaluate team response, decision-making processes, and communication

effectiveness during drills.

● Identify areas for improvement and update the plan accordingly based on lessons

learned.

● Conduct post-crisis debriefings to review the effectiveness of the response and

identify opportunities for improvement.

G. Plan Maintenance and Review:

● Establish a schedule for plan review and update, considering factors such as:

● Changes in business operations, technology, or regulatory requirements.

● Lessons learned from drills, simulations, and real-world incidents.

● Feedback from stakeholders, including team members, customers, and

partners.

● Designate a responsible party or team for plan maintenance and ensure

accountability for updates and revisions.

● Document all changes and revisions to the plan and communicate updates to relevant

stakeholders.

By following this detailed checklist, businesses can develop a robust crisis management

plan that prepares them to effectively respond to and mitigate the impact of unexpected

crises and emergencies.


